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Heise Security News (alert)

e Monsta FTP: Kritische Lucke ermdéglicht Angreifern Schadcode-Ausfihrung (10.11.2025 13:08)
e Watchguard Firebox: Gefahrdung durch Standardpasswort fur Admin (10.11.2025 11:00)

¢ Qnap dichtet einen Schwung Pwn20wn-2025-Sicherheitslicken ab (10.11.2025 07:35)

e Groupware Zimbra: Updates stopfen mehrere Sicherheitslicken (07.11.2025 11:06)

e Cisco: Tausende Firewalls verwundbar, neue Angriffswege beobachtet (07.11.2025 07:32)

e Sicherheitslicken gefahrden PCs mit Dell CloudLink und Command Monitor (06.11.2025 09:29)

CyberSecurityNews (The Hacker News)

e Hackers Exploiting Triofox Flaw to Install Remote Access Tools via Antivirus Feature (10.11.2025
20:49)

e Konni Hackers Turn Google’s Find Hub into a Remote Data-Wiping Weapon (10.11.2025 20:29)

e 5 Weekly Recap: Hyper-V Malware, Malicious Al Bots, RDP Exploits, WhatsApp Lockdown and
More (10.11.2025 12:51)

e New Browser Security Report Reveals Emerging Threats for Enterprises (10.11.2025 11:58)

e Large-Scale ClickFix Phishing Attacks Target Hotel Systems with PureRAT Malware (10.11.2025
09:11)

e GlassWorm Malware Discovered in Three VS Code Extensions with Thousands of Installs
(10.11.2025 08:51)

e Microsoft Uncovers 'Whisper Leak' Attack That Identifies Al Chat Topics in Encrypted Traffic
(08.11.2025 14:29)

e Samsung Mobile Flaw Exploited as Zero-Day to Deploy LANDFALL Android Spyware (07.11.2025
18:00)

e From Log4j to IS, China’s Hackers Turn Legacy Bugs into Global Espionage Tools (07.11.2025
16:07)

e Hidden Logic Bombs in Malware-Laced NuGet Packages Set to Detonate Years After Installation
(07.11.2025 11:55)

e Enterprise Credentials at Risk - Same Old, Same 0ld? (07.11.2025 10:30)

¢ Google Launches New Maps Feature to Help Businesses Report Review-Based Extortion
Attempts (07.11.2025 09:15)
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